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Assumptions 

All production servers must be capable of booting any other production pool server’s boot image.
x10sure software must be able to manage the association of a physical server to an OS image. 
It is assumed the reader is familiar with the following:

Windows Server operating system 

Industry standard SAN and iSCSI storage devices 

PRIMERGY industry standard servers 

Standard network services 

VMware virtualization technology

Introduction

This paper provides a technical description of the x10sure solution. Readers familiar with IT servers,
SAN storage, networks, the Windows operating system, IT operating environments and high availability
will understand how x10sure works. They will understand x10sure’s technical product components
and a minimal overview of installation, configuration and administration. Details of how the product
installs, configures and works can be found in the two x10sure technical publications which cover site
preparation and a user’s guide.

A summary of the x10sure solution’s key positioning and value propositions follows: 

Allows a stepped approach from ground up 

Integrates real & virtual servers in one infrastructure 

Implements easily; administration automated 

Any Windows application can be integrated & protected 

Infrastructure - easy to grow for today & tomorrow’s needs 

Small initial investment; provides quick payback 

Moves smaller organizations toward IT consolidation and business continuity 

Simple appliance – seamless operation, low risk 

IT infrastructure redundancy enables business to be more secure and productive 



Page 4 White Paper | Status: May 2008 | x10sure™

Executive Summary

IT administrators are challenged to support business operations with integrated IT applications and
infrastructure. Today many business operations are online. Often standalone Windows-based application
stacks need to be integrated to provide core mission critical processes and user services. IT administration
staff and budgets are stretched to provide even minimal support. Datacenter responses to business
growth and change become the exception rather than the norm. Any disruption and failure to adapt
can slow or stop the business.

x10sure provides a datacenter consolidation and high availability solution for small to medium size
enterprises. It consolidates standalone industry standard servers, storage and applications into a reliable,
shared infrastructure. Any application can use any server and storage. x10sure also provides high
availability for servers running any Windows application and for any VMware virtualized server.
x10sure helps business and their partners consolidate and reduce datacenter management requirements
and costs. x10sure is an application independent infrastructure solution. Applications can be easily
deployed or redeployed without change while they are being protected by the same infrastructure.

Provides an IT framework & infrastructure for consolida-
tion, protection, virtualization & integration of services
critical to the business
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Version 2 of the x10sure solution integrates and complements VMware’s virtualization technologies. 
It adds high availability for VMware virtualized host servers, in the same infrastructure with servers
running the Windows operating system in native mode. Version 2 also adds end-to-end redundancy
from the servers to the storage including the storage fabric. Finally version 2 of the x10sure solution
adds the certification of iSCSI storage to existing x10sure certified storage offerings.

Businesses benefit in multiple ways. x10sure makes sense where: 

A number of standalone IT applications with dedicated servers and storage can be consolidated and
upgraded to reduce IT operating costs through central administration and automation from 30-60 %. 

Any failure of unprotected Windows servers would result in business losses and lost productivity. 

Consolidating on new more powerful systems and storage can improve performance and lower
energy usage. 

Shared, scalable infrastructure allows any legacy applications to be easily migrated or new ones
added. 

Real servers for cpu and bandwidth intensive applications need to be managed together in the same
infrastructure with virtual servers for consolidation of other types of applications 

Implementation of an x10sure–based IT infrastructure helps solve customer dilemmas of today.
x10sure can be implemented with little disruption and risk. x10sure is delivered, installed and maintained
like an appliance. x10sure is independent of the OS and applications. Applications and operating
systems do not need to be modified. Consolidated operating images are easier to store and maintain
compared to local boot environments. Having x10sure in place provides the perfect foundation of for
backward and forward consolidation. In summary x10sure helps with the following requirements: 

Consolidation, low cost, standardization and virtualization are key 

IT infrastructure must react quickly to failure to ensure business continuity

Infrastructure must adapt to market changes 

IT must be cost effective, easy to use, and a competitive advantage 

Clear return on investment à fast amortization 



Technical Positioning

x10sure in a Nutshell – How It Works  

x10sure software installs and runs transparently as an appliance. It manages server pools, shared storage,
booting and when necessary rebooting applications from images stored on shared SAN-based storage.
x10sure software is installed on a dedicated real or virtual server. x10sure software installs in one session
and requires confirmation of only a few default parameters and questions.

x10sure software is configured quickly using an XML based wizard without any special knowledge
required. 

No x10sure agents or software are installed on any of the managed servers, allowing customers to use
their standard application software stacks. 

A Windows configuration boot copy of each OS + production application is created and stored on
available shared storage connected to these servers. When x10sure is started, it automatically remote
boots all available production servers from these images. 

x10sure uses the concept of LUNs to provide an independent remote boot connection between the
managed servers and the user-prepared and stored Windows boot images located on the shared 
storage. A map of the image LUNs is created by the x10sure wizard. If a failover is necessary, the LUN
with the failed server image is remapped to the replacement server and restarted. 
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Using x10sure a single spare server provides more cost effective failure protection for an array of
production servers. x10sure automatically monitors all production servers for failure. If a server fails,
x10sure can automatically recover the same application and operating environment on the spare 
server in 2,5 to 5 minutes depending on the application’s boot time. Additional servers can be added
to accommodate future growth.

x10sure software uses standard TCP/IP Ethernet connections to monitor the servers. Status can be
viewed using x10sure’s Java-based GUI. x10sure uses standard heartbeat or echo services to monitor
servers. During normal operation the following automated steps occur: 

x10sure automatically monitors the production servers using an echo or ping service to detect server
failure. 

If a server failure is detected, x10sure first powers off the failed server to ensure no data corruption. 

Then x10sure remaps the Logical Unit Number (LUN) or Server Group of the failed server image to the
spare server.

After remapping x10sure starts the identical image on the spare server. 

If a fabric or storage failure is detected, the storage software automatically reroutes application access
to data around the fabric or component failure. 

At the conclusion of this process, the image of the crashed production server now boots and runs on
the spare server with access to its stored data.

Additional, infrequently used administration options using the GUI or CLI include: 

Putting servers in manual mode to fix or upgrade servers 

Rolling upgrades 

Adding more servers 

Configuration changes 

Accessing the x10sure software GUI using normal http web-based commands.

x10sure
remote boots automatically
monitors servers & storage
recovers servers automatically
recovers storage & fabric failures
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SAN & iSCSI Boot 

x10sure’s SANBoot or iSCSI Boot serves as the deployment manager for the Windows images. First the
administrator creates the images and stores them on shared storage SAN. These x10sure remote boot
options enable the boot images to be stored and managed centrally on shared storage independent of
any server. This feature eliminates the need for local boot disks and custom local boot environments
on each production server. The installation, configuration and operating steps are briefly outlined as
follows:

A SAN (Fibre channel) or LAN over SAN (iSCSI network) hardware topology is created between each
production server’s host based adaptor, a Fibre channel or LAN switch, and the Fibre channel SAN or
iSCSI storage array. 

In this way each production server’s host based adaptor (HBA) or iSCSI associated LAN card is
connected via the appropriate switch to the storage SAN subsystem. 

For fibre channel SAN Boot the server’s BIOS is configured to boot from the fibre channel specified by
the server’s HBA. The HBA card connects to the “LUN” directory in the shared storage where the server
number identifies the LUN holding the bootable image for that server. The assignment and remapping
of boot LUNs to servers is enabled through LUN masking, based on the use of the WWNN/WWPN
numbers of the HBAs. 

For iSCSI SAN over LAN, an iSCSI software initiator on the PRIMERGY motherboard boots via the NIC
and creates an iSCSI session to the iSCSI target on the iSCSI storage device holding the operating
images. x10sure iSCSI Boot allows dynamic assignment of iSCSI initiators to iSCSI targets in much 
the same way as LUN masking with the WWNN/WWPN numbers for Fibre channel.  

Page 8 White Paper | Status: May 2008 | x10sure™

x10sure
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Next x10sure is configured and installed. 

When x10sure initially starts the boot process, each server finds its assigned boot LUN image in the
SAN and uses that image to remote boot. 

Later, if a production server failure is detected by x10sure, x10sure enables the image, file systems and
data LUNs of the failed production server (OS, middleware, apps & data) stored in the external disk
subsystem to be remapped to the new replacement server.

Server and Storage Components in x10sure  

BX-Servers
x10sure, together with PRIMERGY BX Blade system and shared storage, offers users a powerful, highly
available server and storage consolidation solution. x10sure monitors and recovers failed blades to a
spare blade. PRIMERGY BX Blade Server management blades manage the server eco system for the blades.
The installer can use PRIMERGY’s blade administration to prepare and register the managed blades for
high availability management. Once x10sure software is installed and operational, x10sure monitors
the servers with ICMP echo/TCP echo & SNMP. If it detects failure, x10sure messages PRIMERGY’s
management blade control network with SNMP, to issue power start/stop commands, to control the
blades for operation and HA recovery.

TX/RX-Servers
x10sure, together with PRIMERGY’s RX and TX Rack and Tower Server systems plus shared storage,
offers users a cost effective alternative consolidation solution. x10sure monitors the RX/TX servers
directly using the industry standard IPMI interface on each server. If it detects failure, x10sure issues
IPMI-based power start/stop commands to control the rack servers for operation and HA recovery.

x10sure iSCSI Remote Boot

iSCSI Device

TCP Connection

iSCSI Host

iSCSI Initiator

iSCSI
Target

iSCSI Session

NIC



Storage 
PRIMERGY’s SAN storage subsystems, FibreCAT SX80/SX8x, FibreCAT CX, plus NetApp’s iSCSI storage
subsystem, offer users powerful data storage consolidation and data management solution options.
x10sure integrates PRIMERGY’s FibreCAT SX8x or CX or Net Apps iSCSI shared storage, to consolidate
user data and to store server operating boot images centrally for server remote boot. Remote boot
enables x10sure to boot any server easily with any image. It also enables remote booting of diskless 
servers which can be used for lower power, footprint and cost. All listed storage subsystems may be
configured to include storage space for Boot-LUNs and Data-LUNs. The connection-type for the 
storage can be chosen in different redundancy-steps.

FibreCAT SX8x   
One x10sure storage option – an SX8x SAN storage subsystem – can be configured and installed to
provide storage for data and for the production server boot images. In addition to path redundancy the
user can add a second SX80 storage device and Fujitsu Siemens Computers’ DuplexDataManager®, a
software data mirroring solution for PRIMERGY servers. Adding these components adds data mirroring
and cross cabinet failover redundancy.

The FibreCAT SX80 and FibreCAT SX88 storage systems have been designed for quality and availability.
The integrated FibreCAT technology protects the system in case of power failure. FibreCAT SX stands
for high density and best performance. Snapshots come as a standard at no extra cost. FibreCAT SX
systems are very user friendly too: They can be set up quickly and easily.

Duplex Data Manager consists of 2 different components: DDM DuplexWrite mirrors (writes) data to
a primary and a backup data volume in the same or a remote storage subsystem, at the same time.
DDM MultiPath ensures redundant data paths to the subsystem.

DuplexWrite Advantages 

Physical mirroring of disks/RAID-disks in storage devices 

Repeat of storage-process in case of failure, before setting offline 

Online recovery - when second storage device is available again 

Redundancy of data 

Advantage of Multipathing: 

Automatic error-recognition and recovery 

Load sharing 

Failure tolerance against 

Failure of controller 

HBA failure 

SAN-/Path-failure
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FibreCAT CX
For increased hardware redundancy the user can add EMC’s Navisphere™, Mirrorview™ and PowerPath™
for storage management, data mirroring and network failover redundancy respectively.

The FibreCAT CX3 UltraScale series delivers optimized performance combined with outstanding scalability
and offers a valuable investment protection. Proven software tools guarantee highest data protection.
These systems range from affordable starter solutions to high-performance maximum-capacity 
configurations.

Features of Navisphere’s storage management include: 

Discovery 

Configuration 

Monitoring 

LUN provisioning 

Performance analysis 

Current storage status

Features of MirrorView include: 

Synchronous and asynchronous data mirroring 

Concurrent mirroring 

Consolidated processing

Features of PowerPath include:  

Distributing the I/O workload over different channels 

Intelligent load distribution ensures optimum use of existing channels

Automatic switchover to another channel in case of failure ensures interruption-free information flow

Network Appliance (NetApp) iSCSI 
Another x10sure option – a NetApp Filer iSCSI storage subsystem using NetApp’s OnTap software – can
be configured and installed to provide storage for data and for the production server boot images. As
a widely available industry standard, iSCSI offers users a choice of storage architectures from another
recognized storage vendor industry leader NetApp. The new iSCSI storage connection option offers
infrastructure simplification, users can leverage from their existing know how about IP network tech-
nologies.

NetApp offers Net Mirror and Multipathing as storage software options for data mirroring and path
redundancy.



System Architecture  

x10sure architecture described in the illustration below consists of several main components.

A base module provides the analysis and implementation of decisions and tracks both state and job
management – internal functions of x10sure.

An external interface provides both GUI and CLI options for monitoring status of the high availability
functions, the node states and the operator functions that can be initiated.

Two internal interfaces are provided for storage and servers. 

The storage interface configures and links the storage functions primarily for remote booting of an
x10sure managed server and for dynamic reassignment of an operating image from a failed server to
a replacement server. 

The server interface implements two main x10sure functions – detection and power management.
PRIMERGY BX/RX /TX servers are monitored using a TCP echo service to the Windows OS. Server
power management (ServerStart/stop) for both servers is implemented differently. For blade servers an
SNMP command is sent to the management blade, which then issues its own internal blade power
on/off command to the managed blade. For the rack and floorstand servers the industry standard
IPMI interface is used to issue and implement a power on/off command from x10sure’s base.
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Images and LUN Management

Before x10sure is started, images of the Windows OS and each application must be created for each
server and stored in a LUN on SAN storage for both fibre channel and iSCSI. Creating images begins
after the servers and the storage array have been set up and networked together. There are two Fujitsu
Siemens Computers supported image creation options in addition to the customer’s own methods:

Local installation with ServerView’s ServerStart via CDROM 

Remote Installation with ServerView’s ServerStart and/or RemoteDeploy

PRIMERGY’s ServerView Suite assists in the configuration, installation, deployment and administration
of PRIMERGY servers. The ServerView suite enables x10sure’s local or remote installation options. 
ServerView’s ServerStart and optional RemoteDeloy can help create the bootable server images used
to remote boot servers in the x10sure solution. ServerView can be also used to help monitor and analyze
server health, provide asset management, analyze server performance, and provide serverupdates.

In the “Local” installation option, Fujitsu Siemens Computers software ServerStart is installed and
used on a reference server to create a Windows operating system for the first server. Using Server-
Start, an OS image is built at a specific LUN location n the SAN accessible by all servers in the net-
work. Once the OS is created, the necessary application can be installed to create a complete bootable
server image. These steps are repeated until all the production server images have been created.
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In the “Remote” installation option, both ServerStart and RemoteDeploy are used with a reference server
and a separately installed deployment server. First RemoteDeploy is installed creating a deployment
server. Then using RemoteDeploy an OS and an application image for a server is created. This procedure
is repeated until all the images necessary are prepared. The result is similar to Local Install except 
the images are created on a dedicated deployment server. In addition, there is an option to store the
imagrepository on the deployment server instead of the SAN. With RemoteDeploy rapid provisioning
of new servers for the productive environment can be achieved with just a few steps. 

x10sure software keeps a database of all available production and failover servers and their images.
The original LUN assignments by the user create a file of operating images on the SAN. These images are
referenced in an x10sure table index by a unique LUN number and a unique HBA or LAN adaptor number
called WWN from the server the image will be booted on. During the initial boot process the server
finds the image from the WWN/LUN index to locate its boot image and boot. During a failover, x10sure
does LUN mapping. LUN mapping means after the failed server is shutdown, the WWNs of the failed
server and the placement server are exchanged by x10sure so that the replacement server now references
the failed server’s image through the LUN. Then the replacement server is booted using the original
image from the failed server. It is possible to run a low priority application on the replacement server
in the interim prior to a failover, but this application will be shutdown automatically during the failover
of a production server.

If a production server is upgraded or changed, the LUN assignment remains the same. If a Windows
OS image is changed, reassignment is required.
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Installation and Configuration

A number of hardware and software components are needed for installation, configuration and 
operation. These are described in the x10sure technical publications – Site Preparation and User
Guide. The details and procedures will not be repeated here. A brief summary describing the major
steps follows:

Servers to be used for production and failover are identified. These servers are configured, installed
and grouped into production server and failover server pools. Typically an N:1 ratio of production to
failover servers is configured to reduce the investment in dundant servers. One additional server from
this group of servers must be dedicated to installation and configuration of the x10sure software to
manage the infrastructure of production and failover servers.

A storage subsystem array is also required to be connected to and accessible by all servers. Certified
storage systems includeSX8x, CX3-xx, and NetApp’s iSCSI storage systems. If multiple arrays are used in
a given x10sure installation, they ust be homogeneous or the same. The shared storage provides cen-
tralized data, data access and remote boot for all the servers. A commonly accessible boot image
repository is created and used by x10sure’s SAN Boot and iSCSI Boot, to start each server and elimi-
nate the dependence of any server on the any specific operating environment.

Finally, additional components and software licenses necessary to create software operating images,
communication and fibre channel and LAN storage networks are required. Physical and software 
components are assembled and installed. Network IP ddresses and switches are installed and connected
for all server and storage communications.

x10sure software is installed on the dedicated server or in a virtual machine. x10sure provides a wizard
GUI installation and configuration procedures to guide the installer and user through the installation
and configuration process. Many steps are embedded and automated, leaving few unique parameters
and identifiers for actual entry.

At the end of this process the servers and storage are registered on the networks. Production application
data is created and stored in storage. Needed data LUNS and volumes are created. Production operating
systems and applications are installed, and ages are created for remote booting. x10sure links these
images with specific servers for automated booting or remapping if the server must be replaced.
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Node States
A number of server node states are used. A server may be online, the normal sate. However, it may
also be offline, manual, shutdown or powered off, crashed, in transition or waiting, booting, and
unknown. The states are reflected in the colors shown under states in the GUI as in the example.

For the following explanations it is important to know, that x10sure-GUI displays the server-status of
logical nodes (column 1) as well as of physical nodes (column 3). The explanations refer – if not
otherwise notified – to the status of logical nodes. During a failover the status of the logical node will
change from “online” via “crashed”, “manual”, “unknown”, “wait”, “shutdown” and “booting” to “on-
line” again. The physical server will remain in the status “manual”. After repair it can be taken out of
“manual mode” just by a mouse-click. This server will then boot from the image of the spare server
and will become the new failover server. The status of each node can be changed manually via the
GUI or via CLI-based commands.

Online/Offline
Online refers to a server functionally running in an x10sure installation. Offline indicates the server is
not ready to use, but it is different from manual, crashed and other states.

Manual Mode 
The Administrator can place a server in manual mode to perform maintenance. This removes the server
from high availability monitoring and operation, but not from application runtime operation. These
commands to remove and return a server can be performed using the GUI or CLI.

Crashed State
This simply describes a server that failed to failover in the recovery process and needs user intervention.

Failure Recovery  
Sometimes a failure may occur during the failover operation that cannot be recovered automatically
until something is fixed. In other words, a recovery can fail to complete, and the server becomes hung
in a crashed state. In this case it may be necessary to perform a repair, for example, on the volumes
to be remapped, before removing the server from the crashed state with this command.

Power On/Off 
Once in manual mode, a server can be powered off or on. This may be a temporary requirement to
save power, or it may be a permanent requirement if the server is being replaced.

Server Replacements/Additions
Once a node is to be replaced or a new server is to be added, the same requirements for configuration,
installation and image creation/modification must be followed before the new server is brought online.

Updates
Both the x10sure appliance server and/or the production servers may need image updates to incorporate
the latest software versions. These can be accomplished using the administration options described here.
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Solution Positioning 
and Implementation 

Solution Positioning — x10sure Complements VMware Virtual Servers

Administrators face the challenge of integrating, managing and protecting complex infrastructures
containing both real and virtual servers. As the trend for virtualizing low performance applications for
additional consolidation grows, the complexity of managing these environments will grow. In addition
analysts forecast that over 50 % of applications will still need to be run on real servers (not virtual
servers) due to the application’s high cpu and bandwidth requirements. These applications and servers
will not be candidates for virtualization. As a result a solution is needed which consolidates and
manages both types of applications and servers.

The x10sure solution can consolidate and manage real and virtual servers together in one infrastructure.
x10sure also safeguards VMware’s host servers, to ensure VMware’s Virtual Machines can be recovered
on a spare replacement host server after a host failure. x10sure provides high availability to a single
installation of both native and VMware host servers – running Windows and VMware hypervisor
applications and hosted virtual servers.

In addition to x10sure’s value propositions of server and storage consolidation with high availability,
adding VMware virtualization support to x10sure offers additional benefits. System utilization and
consolidation can be further increased by supporting multiple, low-performance applications on one
physical server using virtual servers. In each case the benefit of increased server utilization and reduced
power requirements from consolidation must be weighed against the decrease in application perfor-
mance from the increased application load and virtualization overhead, plus the added administrative
complexity of virtualization. In addition while x10sure allows any application to be booted on any
physical server, VMware virtual servers supporting different operating systems can be freely moved
between different virtualized physical servers using selected VMware software options.
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With the integration of virtual servers, x10sure customers have the alternative to retain certain business
critical legacy applications running on out of date Windows versions. These can be run on the newer,
x10sure managed virtual servers by first converting the old environment “as is” to a virtual server, without
the need to migrate to a current Windows version. Often the overall increase in raw processing speed of
the x10sure solution’s servers and storage can more than compensate for the added over-head of the
virtual server. An x10sure solution with some virtualized servers enables some unprotected, legacy and
proprietary Windows and other applications to be migrated to virtual servers running on the high
performance architectures. As a result these applications can potentially run faster, be protected and
coexist in the same x10sure infrastructure with current Windows applications such as SharePoint, SQL
Server and BizTalk.

Several types of customer situations can be addressed with a combination of x10sure with VMware
products. x10sure and VMware offer a stepped approach to incorporating VMware virtualization into
x10sure server configurations:

First a few virtual servers can be added to an x10sure configuration, using the entry-level VMware
Server product.

For environments where there is an increased need for system utilization, additional virtual servers
running applications with low cpu and bandwidth requirements can be added to the x10sure
configuration using the midrange VMware ESX Standard Edition product, which allows a fixed
allocation of system resources between virtual machines.

For the most-demanding virtualization requirements, Fujitsu Siemens Computers offers x10sure in its
ESX Server Enterprise Edition. This x10sure solution combines x10sure’s host server protection with
VMware’s Virtual Infrastructure 3 package, which allows automated migration of virtual servers for
high availability or load balancing.

x10sureTM Value for VMware® Environments



The ”classic“ cluster approach
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Solution Positioning — Comparison with MS Cluster 

The x10sure solution monitors servers, Windows operating systems and storage. If a server fails, the
x10sure solution recovers the same operating environment, including any applications on a designated
spare server. If storage fails, access to any applications, the file systems, the data and the disks are
remapped to the redundant path or cabinet and the mirrored data and devicesIn contrast clusters
monitor both the operating system and cluster-aware applications. Microsoft Cluster monitors the
Windows OS but can only failover cluster-aware Windows applications.

The x10sure solution offers a more controllable, centralized infrastructure compared to “silo” clusters.
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x10sure solution also offers a more affordable solution. x10sure offers a clear price advantage in the example
below when compared to configurations using Microsoft’s Enterprise Edition of its clustering. This advantage
increases as more production nodes are added to equivalent configurations using either Microsoft or x10sure.
The chief price advantage for x10sure vs. Microsoft is derived primarily from using only one spare server with
its associated licenses to backup the production servers in an N:1 HA architecture. This compares to Microsoft’s
1:1 high availability architecture.

Solution Implementation - 
x10sure Template Configuration Examples

Fujitsu Siemens Computers offers its RapidStructure service to create viable x10sure solution options for customers
based on ready-to-use configuration templates. The templates presented here can be quickly recreated and
customized for individual customers. Contact your Fujitsu Siemens Computers representative for more details
concerning this service.
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 • Storage controller failure
 protection
 • Storage Mirroring e.g. DDM
 Storage System Failure
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 • Redundant path topology
 end-to-end
 • Multipath software
 Communication Path
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Compute Layer
 • N:1 High Availability by x10sure
 • Automated server & application
 recovery
 System Failure Protection

Solution Implementation — All Level Infrastructure Protection

x10sure users can specify the level of redundancy they require across the entire x10sure configuration.
After the initial implementation each level of redundancy can be upgraded until full redundancy is
achieved, as the illustration shows.
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Full redundancy provides protection across all levels of the x10sure solution – compute, fabric and
storage – as the illustration below displays. Configuring a spare server pool for the entire production
server pool in the compute layer, allows the compute layer application and operating environment of
any x10sure managed server to be recovered in case of failure. This recovery can include both real and
virtualized servers. Similarly for the fabric and storage layers multiple components can be monitored.
The x10sure solution’s software components will utilize redundant paths to the storage data and server
boot images along with data mirroring and even storage cabinet component failover in case of failure.
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Solution Implementation — Backup Options 

The x10sure solution offers several options for integration of data backup solution components. 
These include: 

Classic data backup - each server runs a backup client for a backup server 

Snapshot backup

Network Data Management Protocol (NDMP) backup 

Integrated ISV solutions for continuous data protection or data deduplication 

and others

Two of the more popular options are described below:

Classical Data Backup
Classical backup provides an entry-level backup solution for small configurations where immediate
recovery of the data being portected is not required for business survival. This solution may require
several hours to several days for data recovery.

A backup client runs on each application node. The client sends the data via LAN to a backup server,
running on the x10sure control node or a dedicated server. Storage for the backup data may be a 
single tape drive or a jukebox. A two stage backup from disk to disk to tape (D2D2T) can also be used
when the physical tape runs too often in the start-stop-mode or when a direct and fast restore is
needed.

The administrator can set a typical backup policy requiring a full backup once a week and an incremental
backup each night. In this case, the maximum data loss will be one day’s output.
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x10sure – classical backup



In case of an application server failover, the backup client is automatically restarted on the spare server
and reconnects to the backup server. The behaviour of a crashed backup or restore job depends on the
backup application. Normally the job is automatically restarted from the backup server when the
spare server is online again.

Pros & Cons 

Cost effective solution; works with almost any backup application 

Wide range of supported backup hardware 

Application specific agents (e.g. Exchange, SQL, Oracle, …) for online backups 

Easy to implement, configure and maintain 

Data flow from application server via LAN to backup server 

Backup window of up to several hours 

Snapshot Backup 
The Snapshot Backup option can be used for midrange configurations where data recovery in seconds
to mintes is required for business survival or to avoid significant business losses. This solution can
backup and restore a significant amount of data quickly.
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The Snapshot Backup option can be used, if the designated x10sure storage device supports hardware
snapshots. The backup server also requires a direct fibre channel connection to the storage. In this
LAN-free option a direct fibre channel connection will be used for the data transport instead of the
network connection between the application server and the backup server. The application servers are
not involved in the backup process.

Pros & Cons 

LAN-free and serverless backup, no influence on application servers 

Backup window from seconds to minutes, only for creating the snapshot 

Direct and fast restore from the snapshot, no tape involved during the day 

Only possible on a volume base 

Storage must have additional space for the snapshots 

Backup server must be integrated into the fibre channel or iSCSI SAN 

Solution Implementation - Professional Migration Services  

Fujitsu Siemens Computers offers professional migration services to accelerate the adoption of new
x10sure managed infrastructure. Consolidating servers, storage, applications and data from standalone
installations, Fujitsu Siemens can perform a reliable and fast migration. Error free and secure conversions
are performed. A 1:1 copy of all software components is made. Contact your Fujitsu Siemens Computers
representative for more details concerning this service.

The chief benefits of the Fujitsu Siemens migration services are:  

Fast adoption of new infrastructure 

Save administrative resources 

Reduce human error 
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x10sure – Professional Migration Services
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Internet Presence

Business Goal:
Modernize operations to restore economic growth, success and reputation as a leading sports club
Challenge:
Achieve ROI for >100 million Euro investment in a new stadium, facilities and operations infrastructure

European Football Club – 
60 Mio Euro sales, 130 employees 
5 x National Champion, 3 x National Cup winner, 2 x UEFA Cup

Solution Implementation — x10sure Case Study

In a small to medium size enterprise datacenter the infrastructure must support some common business
patterns of business process and application integration in support of these processes. The illustration
and case studies below depicts some the more familiar patterns of process integration on a consolidated
x10sure infrastructure and the Windows applications supporting them.
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Common Patterns in SME Business

Case Study VfL Borussia Mönchengladbach



Objective: Stable and reliable IT base 

New outage protection concept: A more economical approach to high availability than the usual
1:1 coverage of productive systems

IT infrastructure modernization: Consolidation of the existing server landscape to permit easy
integration of new systems and services into a high-availability system

Preparation for future growth: To increase the level of automation of IT-supported business
processes

Solution

Core components of the new IT infrastructure: x10sure and VMware

Server landscape in the BORUSSIA-PARK data center: 37 systems from Fujitsu Siemens Computers

Software: e.g., Exchange Server, Microsoft Dynamics Navision, Biz Talk Server, SQL Server, Web
Server, Commerce Server, ISA Server, Citrix Server Farm, NAS Server, Fax Server, Print Server, AD
Server, File Server

Steps: 

Initial step: Establish the new x10sure-VMware core infrastructure

Next step: Integrate club’s key apps

Final step: Complete migration of original systems

Success

High-performance IT infrastructure with near-100% high-availability guarantee

Total protection for real and virtual servers

Potential for savings of up to 50% on future hardware and software investments

Simple operation with minimum risk exposure

Economical scalability for optimum investment protection
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x10sureTM

VMware Virtual Infrastructure 3

Storage

e.g. Exchange, Microsoft Navision, Sharepoint

Spare

Virtualized Servers

x10sure Configuration Borussia Mönchengladbach
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We will be happy to tell you more about how you 
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Terms 

Automation
once x10sure is started this software can boot and recover Windows
servers and manage them for high availability automatically without
operator intervention. In other words, the operator may not be required
to be present at all times for monitoring, recovery and reboot. 
Boot LUN
identifier of a storage container that contains an OS image.  
CLI – command line interface
D2D2T – Disk to Disk to Tape
DDM – Duplex Data Manager
Failover Server (node)
in x10sure these Windows servers are designated to replace a production
server in case it fails. 
FC – Fibre Channel
GUI – Graphical oriented user interface
HA – High availability
HBA – Host Bus Adapter 
http – hypertext transfer protocol
ICMP – Internet Control Message Protocol

IPMI
Intelligent Management Platform Interface. A server-based management
interface that allows cross-platform management. An industry standard
defining a standardized, abstracted, message-based interface to intel-
ligent platform management hardware. Defines standardized records
for describing platform management devices and their characteristics. 
iSCSI – Internet SCSI
is a protocol that allows clients (called initiators) to send SCSI commands
(CDBs) to SCSI storage devices (targets) on remote servers. It is a
popular Storage Area Network (SAN) protocol, allowing organizations
to consolidate storage into data center storage arrays while providing
hosts (such as database and web servers) with the illusion of locally-
attached disks. Unlike Fibre Channel, which requires special-purpose
cabling, iSCSI can be run over long distances using existing network
infrastructure. 

ISS 
industry standard servers generally featuring x86/ x64 CPU architectures
from Intel, AMD, etc. 
LAN – Local Area Network
LUN
Logical Unit Number is an identifier for a storage container that typi-
cally resides on a SAN or NAS storage device.
NAS – Network Attached Storage
NDMP – Network Data Management Protocoll
Production server (node)
in x10sure these Windows servers run the customer’s applications.  
SAN
storage area network (SAN) is an architecture to attach remote computer
storage devices to servers in such a way that, to the operating system,
the devices appear as locally attached  
SAN Boot
a technique to boot an OS image that resides on a SAN storage device. 
SCSI
(Small Computer System Interface) is a set of standards for physically
connecting and transferring data between computers and peripheral
devices. 
SNMP – Simple Network Management Protocol
Storage device
refers to a storage device on a Storage Area Network (SAN) where the
Windows boot images are stored. Data accessed and shared with the
Windows applications is also stored on the SAN.  
TCP/IP – Transmssion Control Protocol / Internet Prorocol
Windows-Image
boot image of the Windows operating system and application(s) that
x10sure boots to an available production server managed by x10sure. 
WWNN – world wide node number 
WWPN – world wide port name


